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ABSTRACT

The design of a major portion of a safeguards
system for possible use by the International
Atomic Energy Agency (IAEA) at the Portsmouth
Gas Centrifuge Enrichment Plant is described
from the viewpoint of the safeguards technology
developer. The process-safeguards interface is
reviewed, including safeguards, process, and
operational constraints on the safeguards sys-
tem. The conflicting requiremants of the IAEA
and the plant operator are minimized through
the use of advanced technology that allows safe-
guards data to ve acquirsd, analyred, and re-
ported in an automated, unattended mode. The
proposed safeguards syitem will rrduce the im-
pact of the inspections on both the operator
and the IAEA.

INTRODUCTIUN

Safaguards inapectiors carried out by the
International Atomic Energy Agency (IAEA) are a
key element of international e.forts to prevent
the proliferation of nuclear weapons. Among the
nuclear facilities that the IAEA inspects, spent
fuel reprocessing plants and uranium enrichment
p'ants are of particular concern because they
can change the strategic value of the nuclear
miterials that thev procesv. The relative eane
with which plutonium can be separated from spent
reactor fual has focused safeguarde attention
on reprocessing plants; however, national de-
sires to be assured of supplies of reactor fual
have led a number of countrive to consider pur-
chasing or developing their own uranium enrich-
ment capability with the result that IAEA in-
spectors are now faced with inspection of a
unumber of enrichment plante. The majority of
the fucilities that have been built in recent
years have emplojed the gas centrifuge process,
which uses rel/tively little alectrical pover
and allows for plant empansion as demand for
enriched uranium grows.

Wﬁb}l”iﬁﬁid??;a in part by the US Departmant of
Energy/0ffice of Safe uards and Becurity.

Centrifuge plants present two major prob-
lems for intern<cional inspection; first, most
nations consider the technology to be proprie-
tary or classified and therefore want to limit
inspector accese to the facilities, ard secoad,
the plants can produce nuclear wveapons-grade
high-enriched ursnium (HEU) in short time per-
iods. In addition, the plcnt operator wants to
minimize the disruptior caused by inspection
sctivities. Thus, the plant operator would like
to keep inspector presence to a minimum, whereas
the inspecto-ate needs to maintain a continuity
of knowledge about the operations of the plant.
Furtherwore, l:mitad inspectorats personnel re-
sources complicate the problem of making cred-
ible inspections of large centrifuge facilities,

Safeguards aystams designers and technology
developars seek solutions to the conflicting
requirements of the process operator and the
international inspector that maximire safeguards
effectiveness and operator acceptability while
minimizing the cost and the impact of inspec-
tions on the process. The interface between
the operator and the inspector "s particularly
sensitive for international safeguarda, and
technical solutions to the natural conflictas
that occur at the interface are of value to
both sides. This papar provides a safeguards
technology devaloper's viaw of an international
safeguarda approach for the Portsmouth Gas Cen-
trifuge Enrichment Plant (GCEP) that includes
an automated data acquisition, analysis, and
reportirg system that will permit a significant
fracticn of the safr uards data to be acquired
in » continuous, unaitended moda. The c mplete
apectrum of possible IAEA activities a> GCEP
will not be reviewad here. The process, opera-
tional, 4nd safeguards constraints on the design
of the system are deacribed, and sateguards
technology deasign svlutions are presented,

THE PROCES3 - SAFEGUARD. SYSTEM INTERFACE
The first phase of the Portemouth GCEP con-

aistes of two process buildings that will house
centrifuge cascades with a separative capaciry



of 2.2 million SWU/yr (separative work units),
a feed and withdrawal building, and a recycle/
assenbly building. In July 1983 the United
Stutes Government formally offered the GCEP for
IAEA inspection with the expectstion that in-
spections would be carried out in t'e process
b (ldings and the tced and withdrawal operations
i1n a manner that was consistent with the conclu-
sions of the Hexapar:ite Safeguards Project,
which said that limited cascade access would be
allowed tc detect possible facility misuse and
that materials balance verification efforcs
would be consistent with IAEA safeguards goals
for low-enriched uranium, Exact details of the
inspection activities will depend on the outcome
of negotiations betwoen the US and the IAEA;
however, it is anticipated that the inspectiors
will consist of materials balance verification,
cascade building access to verify declared oper-
ation of the plant, and reporting by the IAEA
of safeguards conclusions.

The troposed safeguarus system that is
described here was designed by a multi-organiza-
tion tesm consisting of the Department of
Erergy, Union Carbide Corporation--Nuclear
Divisica, Goodyear Atomic Corporation, Brook-
haven National Laboratory, Los Alamos National
Laboratory, and Sandia National Laboratories,
with Union Carbide acting as the lead organiza-
tion. Fluor Engineers, 1Inc., Irvine, Cali-
fornia, is the architect/engineer for the safe-
guards system facility.

Safeguards Constraints

Effective safarguarde for a large, btigh-
throughput plant such as the GCEP could have a
serious impact on JAEA resources. Materials
balance verification activities hy the inaspec-
tors must include verification of the <235y
weight fraction and the uranium mass of a sig-
nificant fraction of the feed, product, and
tails atreams of the eurichment plant.?,3
Obtaining samples for 33 weight fraction
verification by drawing small amounts of UFg
from cylinders is time-consuming and requires
considerable operrtor coopervtion and manpower
to handle the cylinders and perform the sam-
pling. Inspection of the cascade buildings to
verify that ‘he plant is being operated ior the
production of the declared low enrichments and
to deter HEU production will also be manpower
intensive, thus limitiag the resources that can
be applied to materials balance verification.
Unannounced inspections that are carried out
with limited frequancy can reduce the inspac-
torate personnel requirements (with the added
benefit to the operator of reducing the insvac-
tion impact); however, the visits cannot be so

infrequent as to reduce the overall effeciive-
ness of the safeguards system. This is particu-
larly true for centrifuge plants, which can be
converted to HEU production in a short time.
In addition, it is desirable for the IALA to
draw its safeguards conclusions in a timely
fashion after inspections have been performed,
which adds to the manpower raquirements. In-
spection data employeu by the IAEA must also be
obtained independeutly of the facility operator.
These considerations, as well as concerr for the
impact of .nspection activities on the opera-
tions of the plant, have led the safeguards
technology development community to propose
systems for sampling the major streams at the
GCEP that are automated and can operate in an
unattended mcde, including the acquisition,
storage, analysis, and reporting of data. In-
struments to determine the enrichment of 235y
in flowing streams o. liquid or gaseous UFg
have been under development for some tine ;%"
the question before the designers is how to
interface these to the GCEP process in a manner
that is acceptable to both the IAEA and the
.perator. It is worth noting that similar auto-
mated methods for determining the mass flows
have not been developed at thi time. The com-
bination of automated, unattended enrichment and
mass flow information would allow the IAEA to
perform some level (depending on the accuracies
of the methods) of materials bclance verifica-
tion without oeing present at the facility.

Process and Operational Constraints

The GCEP plan. operates continuously and
employs sensitive equipment that handles UFg
in forms ranging from low pressure gas to high
temperature liquid. IAEA instrum~nts designed
to measure the enrichment in the feed, product,
and tails streams must be capaole of performing
the required assay on t!- physical form of the
material, must operste (eliably, must provide
data that are free from operator tampering, and,
above all, must not disrupt the process or put
the plant at risk. The CGUEP facility has been
designed so that it can bs expanded beyond its
present two procear building configuration, thua
the inspection system must be able to accommo-
date the future growth ot the facility.

Two locations were considered for IAEA
enrichment monitora at the (CEP: the intercon-
necting process pipeway (IF?), which carrics
gas betwaen the process buildings and the feed
nd withdrawal (F/W) building, and in the F/W
building near the cylindes connection points.
At either location the enrichment monitors would
have to be physically attached to GCEP procens
equipment. A detailed analysis of the flows of



the product withdrawal streams in the F/W build-
ing at the proposed mrui:~r locations showed
that the UFg would p.ver achieve the singie-
phase flow (either gas or liquid) required to
employ the developed enrichment monitor tech-
nology. In saddition, the plant operator dasired
to keep the JAEA presence in the F/W building
(for activities such as instrument calioration
and ma.ntenanze) to a minimum. As a result of
these constraints, the design team concluded
that enrichment monitors would be installed in
a small inspectorate facility located outside
of the F/W building and would sample the gar
flows in the IPP system using gas-phase enrich-
ment monitor technology. Tha decisicrn to locate
the monitors near the IPP in a separate building
will benefit the IAEA by providing them with a
benign environment for their instruments and a
location for data analysis equipment and work
space. The operator will benefit by confining
the inspector's activities to a few areas of
the GCEP site.

THE SAFEGUARDS S5YSTEM

Although some of the conflicting require-
ments of the IAEA and the operator are addressed
by the use of the enrichment monitors, operating
the monitors in a stand alone mode does not
solve all of the interface problems. To obtain
the maximum benefit from the monitors, they must
be incorporated into a system that allows the
rav enrichment deta to be acquired in an un-
uttended, automated fashion for later analysis
by an inspector. In addition, the safeguards
system must accommodate th. requirements of the
limited-frequency, unannounced access (LFUA)
inspection strategy to be employed in the proc-
ess (cascade) buildings to detect posmible mis=-
operation ¢{ the plant, and it should facilitate
the acquisirion of other data by the inspectors.
Thus the international safeguards system at GCEP
can be divided into three mijor hardware compo-
nentes: the in-line enrichrnent monitors, the
nquipment employed fo, cascade acceas inspec-
tions, and the computer-based data acquisition,
analyais, and control sysiem. The LFUA satrategy
and other inapecticn setivities wil) not be dis-
cursed here as their impacts on the design of
the other components of the systam ave minimal
and the intoerfaces with the procese are tach-
Nically straight{orward.

The Eurichment Monitor Subsystem
The IPP ay~ta= that the enrichment monitors

sanple containe four main process gas pipen:
faed, product, taile, and a apare tails linas.

Theie pipes are large in diametes and handle
low pressure gaseous UFg, making it impracti-
cal to consider an in-line installation. There-
fore, the monitors were designed to sample the
flows on 2 continuous basis using a slip-stream
loop that returns the sample stream to the IPP.
The physical interface between the IAEA equip-
went and the GCEP process is obviously of aox-
treme importance to the success of the safe-
guards system, and much attention has been given
to its design. The design is '"transparent,”
that is, the IAEA inspectors will be able to
visually verify the connections and the valve
positions beiween the individual IPP pipes and
the monitors. To obtain the highest availabil-
ity, continuous assay capability, and the
highust precision and accurscy, four separate
slip-stream loops and enrichment wmonitors are
used, The sampling 1 ops have been designed to
protect the main IFP gas handling system in the
event of a failure in the enrichment monitors
or some other part of the loop. To improve the
precision and accuracy of the assays, the gas
pressure in the slip-stream loops is boosted
using continuous operation pumps. The operatur
must have control over the slip-stream loop as
it connects to the process, but the 1AEA must
br assured that the loop is, in fact, sampling
the major flows in the IPP, In addition to the
transparency of the loop design, the enrichment
monitovs wiil employ a simple binary flow meter
to indicate a no-flow condition.

The high resolution gamma-ray detectors
used in the monitors (for details see '"Develop-
ment of an Enrichment Monitor for the Portsmouth
GCEP," R. B. Strittmatter et al., in these pro-
ceedings) require periodic liquid nitrogen ser-
vice, To fulfill the requirements for automa-
tic, wunattended operation of the safeguards
system, an automatic nitrogen fill system was
desianed, The operator will monitor the opera-
tion of tha system and will be able to intervene
in the event of &« failure of the system;, how-
ever, under normal conditions his only respon-
mibility will be to fill a large exterior stor-
age vesse',

The enrichment monitors are micropro:ersor-
controlled and automatically qcquire data and
derive an enrichment value frar the spectral
information based on a calibretion atored in
the instrument. Measurement contro! and instru-
ment s«lf diagnoatics are also pecformed auto-
matically. Taps on the slip stroam loop provide
the [AEA with the opportunity to introduce or
vithdraw samples for independent calibration of
the inatrument.



The Computer Subsystem

The data from the enrichment monitors are
transmitted to a data concentr:.ting and control
computer developed by Sandia National Labora-
tories called the Errichment Monitor Processor
(EMP). 1Its function is to communicate with the
monitors, provide intermediate storage of the
data, intertace with the operator's control room
in the F/W building, and transmit the monitor
data to the inspsctor's main computer, the IDAS
(Inspector's Data Acquisition System). These
computers and the associated software are de-
signed to be reliable, easy to maintain, and
operate with no operator or inspector interven-
tion. The interface: with the prozess are mini-
mal; however, the operator has an interest in
kno'ing the enrichment values obtained by the
monitors so that any problwms can be detected
in a timely fashion. In addition, the operator
may use the fced monitor information to detect
improper feed ernrichments. The EMP will trane-
mit earichment data, and any alarms generated
by the monitors or by diagnostic software in
the EMP or IDAS, to the F/W control room. The
IDAS computer will receive data from the EMP
and the LFUA inspection strategy, store it in a
data base, and perform analyses and prepare
reports for the inspectors. It will also re-
ceive data from the operator's nuclear mate-
rials information system for use by the inspec-
tor. Figure 1 shows the logical connections
between the components of the computer subsys-
tem. Routine maintenance of the computer sys-
tems will be performed by the operator or con-
tractor pevsonnel under the observation of both
the JAEA and the operator. The details of the
computer system are presented in 'Computer Safe-
guavds System for the IAEA Inspectors at GCEP,"
A. L. Baker et al., in these proceedings.

The Inspectorate Facility

The enrichment monitors, the associated
slip-stream plumbing, the liquid nitrogen fill
system, eond the cowputer systems require a
facility to house them that will meet the dif-
fering requirements of asch of the components.
The facility must also provide for the separa-
tion of those parts of the system (hat are under
operstor control and maintenance from the IAEA
equipment that muat be tamper-protected. The
inspectorate faci'ity, to be located adjacent
to the IPP, near the F/W building, is designed
to meet these conflicting requirements. Figure
2 {e a simplified plan view of the building.
The facility is divided into four areas: an
operator's pump area that will house the valves,
control sensors and pumps for the alip-stream

Fig. 1. Logic diagram for the GCEP inter-
national sefeguards system compu-
ter network. Fixed deta pnths are
indicated by 3o0lid lines.

loop; ar operator's equipment room housing util-
ity equipment; a monitor rcom; and a room for
the computers and inspector's desks. The moni-
tor room sad computer room will be sealed and
employ intrusion monitoring equipment designed
by Sandia Nationaul Laboratories. The inspector
will be able to exsmine the operator's pump and
equipment rooms and valve seals under escort.
The liquid nitrogen fill system is an integral
part of the inspectorate facility. The building
wili aleo provide storage tor the inspection
equipment emploved in the LFUA strategy. When
the inspectors arc on site, the faci)ity will
be their "headquarters" where they can obtain
and work witi the data acquired by the monitor-
ing system during their absence and from which
they can conduct their other inspection activ-
ities. The inspectorate facility provides the
instruments and the computere with a Denign,
tamper-indicuting envirunmeat that is essential
for the reliable operation of the safeguards
system, and localizes the inspector's activ-
ities, which reduces the operator's security
requirements by limiting the inspector movements
at the GCEP plant site.

CONCLUSIONS

The irternational safeguards eystem thet
has been designed for the Portsmouth GCEP solven
many of the problems asvociated with the inspec-
tion of a senaitive, high throughput, centrifuge
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Fig. 2. Plan view of the inspectorate facility
for the international safeguards sys-
tem at the Portsmouth GCEP, The moni-
tor room and the computer room will be
sealed and monitored to detect pussi-
ble penetrations during the inspector's
absence,
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eurichment plant, It «llows for effective safe~
guards and minimizes the impact of the inspec-
tion on both the plant operator end the IAEA.
The use of advanced safeguards technology teo
provide automatic, unattended international
safeguards may not be appropriate for small
enrichment plants; however, for a GCEP-size
facility, the beneiits outweigh the costs of
the aystem, and furthermore, “he costs are a
amall fraction of the plant construction and
operating costs. The GCEP safeguards syetem is
flexible and can accommodate future expansinrn
of the plant or new safeguards techunology such
as automated mass flow determination and con-
tinuous remcte monitoring. Finding solutions
to the safeguards problems encountered at the
process-sa‘eguards interface at the GCEP haas
provided valuable experience for safeguards

technology developers that will be useful in
solving similar problems associated with the
international inspection of other large bulk
handling facilities.
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